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Key Term Matching Answers

1. e  

2. c 

3. d  

4. h  

5. j 
6. a  

7. b 

8. i  

9. f  

10. cg  

Answers to Self-Quiz

1. F  

2. T  

3. F  

4. T  

5. F  

6. war driving  

7. biometric  

8. firewall  

9. public key or asymmetric key  

10. a. 4  b. 3  c. 6  d. 1  e. 5  f. 2  

Answers to Exercises

1.
a.
P

b.
O

c.
C

d.
C

e.
U

f.
C

g.
C

h.
O

i. 
U
2.
No. It should be at least 8 characters long and should not be a recognizable name. Possible suggested names should include upper and lowercase letters, symbols such as jn14$Dn2.
3.
a.
public, private

b. 
private, public

4.
private key; just you so don’t need two keys
5. 
check the seller’s feedback list, pay via credit card, use an escrow service for expensive items, etc.
Project Solutions

Answers to the projects will vary, but the following are guidelines for what types of information should be included in a student’s project solution in order to receive full credit and a suggested grading rubric. NOTE: The totals in the rubric tables are formulas. To recalculate them after changing the possible point values or entering a student’s score, right-click on the total and select Update Field.
Hot Topics

1. Top Ten Dot Cons Student should submit a one-page paper summarizing the student’s experience at the FTC Top Ten Dot Cons Web site. Student should explain how one computer-related dot con listed there works and the actions a consumer can take to avoid falling prey to this con.
	Description
	Pts
	Student Score

	Student visits the Top Ten Dot Cons Web site and selects one computer-related dot con.
	3
	

	Student prepares a one-page summary of the con, including how it works.
	3
	

	Student includes suggestions for actions a consumer can take to avoid falling prey to this con..
	3
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Short Answer/Research

2. New Viruses Student should submit a one-page paper summarizing the student’s research into one malware example, including when it was introduced, what it did, how it spread, how many computers were affected, its cost, and if it is still in existence.
	Description
	Pts
	Student Score

	Student prepares a one-page paper summarizing his or her research into one selected worm or other specific piece of malware.
	2
	

	Student includes when it was introduced, what it did, how it spread, how many computers were affected, its cost, and if it is still in existence.
	7
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


3. Digital Certificates Student should submit a one- to two-page paper summarizing the student’s research into obtaining a free digital certificate, including the minimum amount of information needed, whether or not a more secure certificate is available. If the student was able to obtain and install a personal certificate, the summary should include an explanation of how the signed or encrypted e-mail worked, an opinion about the ease of use of this system, and whether or not the student would want to use this system for sensitive e-mails. 

	Description
	Pts
	Student Score

	Student finds a Certificate Authority and prepares a summary of how a digital certificate can be acquired.
	3
	

	Paper addresses the minimum amount of information needed and whether or not a more secure certificate is available.
	3
	

	Student addresses whether or not he or she was able to sign up for a free digital certificate. If so, the summary should include an explanation of how the signed or encrypted e-mail worked, an opinion about the ease of use of this system, and whether or not the student would want to use this system for sensitive e-mails.
	3
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Hands On

4. Virus Check Student should do an online virus check and submit a printout showing the results, as well as any comments about the process or the results.

	Description
	Pts
	Student Score

	Student goes to a site hosting a free online virus check and runs the check.
	6
	

	Student prints the results of the check and indicates if the check found any threats, plus any other relevant comments about the experience.
	3
	

	Comments on the printout are neat and reasonably free of spelling and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


5. Virus Hoaxes Student should submit a one-page summary of his or her experience visiting at least two sites that identify virus hoaxes, including information about recent hoaxes and general guidelines for identifying hoaxes. 

	Description
	Pts
	Student Score

	Student visits two sites that identify virus hoaxes and prepares a one-page summary.
	2
	

	Summary lists the sites visited and some information about recent hoaxes. 
	4
	

	Summary includes general guidelines for identifying hoaxes. 
	3
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Writing About Computers

6.  Hacktivism Student should submit a one- to two-page paper summarizing an act of hacktivism, including what the act was, if the hackers were identified or found guilty of a crime, and what seemed to be the motivation for the attack. Also included should be the student’s opinion about hacktivism in general, if she or he believes it is a valid method of bringing attention to an issue, and whether or not hacktivists should be treated any differently than other hackers when caught.
	Description
	Pts
	Student Score

	Student prepares a one- to two-page paper summarizing an act of hacktivism.
	1
	

	Summary includes what the act was, if the hackers were identified or found guilty of a crime, and what seemed to be the motivation for the attack.
	3
	

	Student includes an opinion regarding hacktivism in general, if she or he believes it is a valid method of bringing attention to an issue, and whether or not hacktivists should be treated any differently than other hackers when caught.
	3
	

	Paper has an introduction, body, and conclusion.
	2
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Presentation/Demonstration

7. Online Rip-Off  Student should give a 10-minute or less presentation regarding the scenario discussed in the project, including what each of the organizations (Internet Fraud Complaint Center, Fraud.org, FTC, and credit card company) could do to help in the online rip-off scenario described in the project. Also included should be some guidelines for purchasing products over the Web and how this rip-off could have been avoided. The student should use good presentation techniques (speaking clearly and slowly at an appropriate volume, no distracting mannerisms, etc.) and use at least one of the following: chalkboard, handouts, overhead transparencies, or a computer-based slide presentation. A short written summary should be turned in, if assigned. 

	Description
	Pts
	Student Score

	Student introduces the online rip-off scenario described in the project instructions.
	1
	

	Student describes what each of the organizations (Internet Fraud Complaint Center, Fraud.org, FTC, and credit card company) could do to help in the described situation.
	3
	

	Student lists some guidelines for purchasing products over the Web and how this rip-off could have been avoided.
	3
	

	Presentation includes at least one of the following: chalkboard, handouts, overhead transparencies, or a computer-based slide presentation.
	1
	

	Student uses good presentation techniques (such as speaking clearly and slowly at an appropriate volume with no distracting mannerisms) and the presentation lasts an appropriate length.
	2
	

	TOTAL POSSIBLE POINTS:
	10
	0


Group Discussion

8. Homeless Hacker ? Student should participate in a discussion (in-class, via an online class discussion group, or in a class chat room, depending on the instructor’s directions) about the impact of hackers breaching the security of business and government computers and networks. Discussions should include the questions mentioned in the included paragraph and student should form an opinion on this topic and express it using clear and coherent statements. A short written summary of the student’s position should be turned in, if assigned. 

	Description
	Pts
	Student Score

	Student expresses his or her opinion on the impact of hackers breaching the security of business and government computers and networks.
	2
	

	Student supports his or her opinion on this issue.
	2
	

	Student explains his or her position clearly and understandably.
	2
	

	Student actively participates in discussion.
	2
	

	Student is respectful of other students’ opinions.
	2
	

	TOTAL POSSIBLE POINTS:
	10
	0


Chapter Quiz Answers
The Chapter Quiz (located in the Instructor’s Manual) may be reproduced to distribute to your students for an additional homework or an in-class quiz.

Answers:

1. T
2. T

3. F
4. F
5. T
6. d
7. c
8. b
9. e
10. d
